
Australian Privacy Principles
Summary

The Privacy Act allows you to: know why your personal 
information is being collected, how it will be used and who it will 
be disclosed to. have the option of not identifying yourself, or of 
using a pseudonym in certain circumstances. ask for access to your 
personal information (including your health information) 
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of the

APP 1 — Open and transparent management of personal 
ŝŶĨŽƌŵĂƟŽŶ
Ensures that APP entities manage personal information in an open and 
transparent way. This includes having a clearly expressed and up to date  
APP privacy policy.

APP 2 — Anonymity and pseudonymity
ZĞƋƵŝƌĞƐ��WW�ĞŶƟƟĞƐ�ƚŽ�ŐŝǀĞ�ŝŶĚŝǀŝĚƵĂůƐ�ƚŚĞ�ŽƉƟŽŶ�ŽĨ�ŶŽƚ�ŝĚĞŶƟĨǇŝŶŐ�
ƚŚĞŵƐĞůǀĞƐ͕�Žƌ�ŽĨ�ƵƐŝŶŐ�Ă�ƉƐĞƵĚŽŶǇŵ͘�>ŝŵŝƚĞĚ�ĞǆĐĞƉƟŽŶƐ�ĂƉƉůǇ͘

APP 3 — Collection of solicited personal information 
Outlines when an APP entity can collect personal information that is solicited. 
/ƚ�ĂƉƉůŝĞƐ�ŚŝŐŚĞƌ�ƐƚĂŶĚĂƌĚƐ�ƚŽ�ƚŚĞ�ĐŽůůĞĐƚŝŽŶ�ŽĨ�͚ƐĞŶƐŝƚŝǀĞ͛�ŝŶĨŽƌŵĂƟŽŶ͘

APP 4 — Dealing with unsolicited personal information
KƵƚůŝŶĞƐ�ŚŽǁ��WW�ĞŶƟƟĞƐ�ŵƵƐƚ�ĚĞĂů�ǁŝƚŚ�ƵŶƐŽůŝĐŝƚĞĚ�ƉĞƌƐŽŶĂů�ŝŶĨŽƌŵĂƟŽŶ͘�

�WW�ϱ�Ͷ�EŽƚŝĨŝĐĂƚŝŽŶ�ŽĨ�ƚŚĞ�ĐŽůůĞĐƚŝŽŶ�ŽĨ�ƉĞƌƐŽŶĂů�ŝŶĨŽƌŵĂƟŽŶ
Outlines when and in what circumstances an APP entity that collects 
ƉĞƌƐŽŶĂů�ŝŶĨŽƌŵĂƟŽŶ�ŵƵƐƚ�ŶŽƟĨǇ�ĂŶ�ŝŶĚŝǀŝĚƵĂů�ŽĨ�ĐĞƌƚĂŝŶ�ŵĂƩĞƌƐ͘

�WW�ϲ�Ͷ�hƐĞ�Žƌ�ĚŝƐĐůŽƐƵƌĞ�ŽĨ�ƉĞƌƐŽŶĂů�ŝŶĨŽƌŵĂƟŽŶ
Outlines the circumstances in which an APP entity may use or disclose 
ƉĞƌƐŽŶĂů�ŝŶĨŽƌŵĂƟŽŶ�ƚŚĂƚ�ŝƚ�ŚŽůĚƐ͘�

APP 7 — Direct marketing
�Ŷ�ŽƌŐĂŶŝƐĂƟŽŶ�ŵĂǇ�ŽŶůǇ�ƵƐĞ�Žƌ�ĚŝƐĐůŽƐĞ�ƉĞƌƐŽŶĂů�ŝŶĨŽƌŵĂƚŝŽŶ�ĨŽƌ�ĚŝƌĞĐƚ�
marketing purposes if certain conditions are met. 

�WW�ϴ�Ͷ��ƌŽƐƐͲďŽƌĚĞƌ�ĚŝƐĐůŽƐƵƌĞ�ŽĨ�ƉĞƌƐŽŶĂů�ŝŶĨŽƌŵĂƟŽŶ
Outlines the steps an APP entity must take to protect personal information 
before it is disclosed overseas.

APP 9 — Adoption, use or disclosure of government related 
identifiers
Outlines the limited circumstances when an organisation may adopt a 
ŐŽǀĞƌŶŵĞŶƚ�ƌĞůĂƚĞĚ�ŝĚĞŶƟĮĞƌ�ŽĨ�ĂŶ�ŝŶĚŝǀŝĚƵĂů�ĂƐ�ŝƚƐ�ŽǁŶ�ŝĚĞŶƟĮĞƌ͕ �Žƌ�ƵƐĞ� 
or disclose a government related identifier of an individual. 

�WW�ϭϬ�Ͷ�YƵĂůŝƚǇ�ŽĨ�ƉĞƌƐŽŶĂů�ŝŶĨŽƌŵĂƟŽŶ
An APP entity must take reasonable steps to ensure the personal information 
ŝƚ�ĐŽůůĞĐƚƐ�ŝƐ�ĂĐĐƵƌĂƚĞ͕�ƵƉ�ƚŽ�ĚĂƚĞ�ĂŶĚ�ĐŽŵƉůĞƚĞ͘��Ŷ�ĞŶƟƚǇ�ŵƵƐƚ�ĂůƐŽ�ƚĂŬĞ�
reasonable steps to ensure the personal information it uses or discloses is 
accurate, up to date, complete and relevant, having regard to the purpose of 
the use or disclosure.

�WW�ϭϭ�Ͷ�^ĞĐƵƌŝƚǇ�ŽĨ�ƉĞƌƐŽŶĂů�ŝŶĨŽƌŵĂƟŽŶ
An APP entity must take reasonable steps to protect personal information 
it holds from misuse, interference and loss, and from unauthorised access, 
ŵŽĚŝĮĐĂƟŽŶ�Žƌ�ĚŝƐĐůŽƐƵƌĞ͘��Ŷ�ĞŶƟƚǇ�ŚĂƐ�ŽďůŝŐĂƚŝŽŶƐ�ƚŽ�ĚĞƐƚƌŽǇ�Žƌ�ĚĞͲŝĚĞŶƟĨǇ�
personal information in certain circumstances. 

�WW�ϭϮ�Ͷ��ĐĐĞƐƐ�ƚŽ�ƉĞƌƐŽŶĂů�ŝŶĨŽƌŵĂƟŽŶ
KƵƚůŝŶĞƐ�ĂŶ��WW�ĞŶƚŝƚǇ Ɛ͛�ŽďůŝŐĂƟŽŶƐ�ǁŚĞŶ�ĂŶ�ŝŶĚŝǀŝĚƵĂů�ƌĞƋƵĞƐƚƐ�ƚŽ�ďĞ�ŐŝǀĞŶ�
access to personal information held about them by the entity. This includes  
a requirement to provide access unless a specific exception applies.

�WW�ϭϯ�Ͷ��ŽƌƌĞĐƚŝŽŶ�ŽĨ�ƉĞƌƐŽŶĂů�ŝŶĨŽƌŵĂƟŽŶ
KƵƚůŝŶĞƐ�ĂŶ��WW�ĞŶƟƚǇ Ɛ͛�ŽďůŝŐĂƟŽŶƐ�ŝŶ�ƌĞůĂƟŽŶ�ƚŽ�ĐŽƌƌĞĐƟŶŐ�ƚŚĞ�ƉĞƌƐŽŶĂů�
ŝŶĨŽƌŵĂƟŽŶ�ŝƚ�ŚŽůĚƐ�ĂďŽƵƚ�ŝŶĚŝǀŝĚƵĂůƐ͘�

For private sector organisations,  

Australian Government  

and Norfolk Island agencies  

covered by the Privacy Act 1988
www.oaic.gov.au


